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Speakers 
 
 
BEVERLY MICHAELIS 
Practice Management Advisor 
 
Beverly Michaelis received a B.S. degree with High Honors from Portland State University in 
1982 and a J.D. from the Northwestern School of Law at Lewis & Clark College in 1986. She is 
a member of the Oregon State Bar, Oregon Trial Lawyers Association, and American Bar 
Association with over 25 years' experience in the legal field as a lawyer and legal assistant. Ms. 
Michaelis provides confidential practice management assistance to Oregon attorneys to reduce 
their risk of malpractice claims, enhance their enjoyment of practicing law, and improve their 
client relationships through clear communication and efficient delivery of legal services. 
 
Ms. Michaelis practiced with a personal injury firm in Portland and provided pro bono legal 
services through the Volunteer Lawyers Project for over 8 years, receiving an Outstanding 
Volunteer Award in 1991. Before joining the Professional Liability Fund as a Practice 
Management Advisor in May 1996, she was Placement Director and Associate Executive 
Director of the Multnomah Bar Association for 8 years. 
 
She is a frequent speaker on a variety of practice management, technology, and malpractice 
avoidance topics for law-related organizations, including the Professional Liability Fund, the 
Oregon State Bar, the Oregon Trial Lawyers Association, the American Bar Association, and the 
Legal Talk Network. She is a contributing author to The Ethical Oregon Lawyer, published by 
the Oregon State Bar and A Guide to Setting Up and Running Your Law Office, Planning 
Ahead: A Guide to Protecting Your Clients' Interests in the Event of Your Disability or Death, 
and A Guide to Setting Up and Using Your Lawyer Trust Account published by the Professional 
Liability Fund. She is also a regular contributor of articles to the Oregon State Bar Bulletin, In 
Brief, and other publications. Ms. Michaelis blogs at Oregon Law Practice Management and you 
can follow her on Twitter for breaking legal news, practice management tips, and the latest 
developments in technology.  
 
SHEILA M. BLACKFORD 
Practice Management Advisor 
                                   
 Sheila Blackford received her B.A. from Mills College and her J.D. with Tax Law Concentration 
from McGeorge School of Law. A member of the Oregon State Bar since 2000, she is active 
with the American Bar Association Law Practice Management Section, including the Section 
Council (2010-2011), the Law Practice Magazine Editorial Board (2008 – present), and the 
State and Local Bar Outreach Committee (2008 – present). She also served as a member of the 
track advisory board for ABA TECHSHOW (2007, 2008, 2009). 
 
Ms. Blackford has been a Practice Management Advisor for the Oregon State Bar Professional 
Liability Fund since 2005. She also serves as an Adjunct Instructor in the School of Law at 
University of Oregon, teaching Launching Your Successful Law Practice: a Start-up Practicum. 
A former sole practitioner, she provides confidential practice management assistance to Oregon 
attorneys to reduce their risk of malpractice claims and ethics complaints. In addition to her legal 

http://oregonlawpracticemanagement.wordpress.com/
http://twitter.com/OreLawPracMgmt


experience, she has over 10 years of teaching and marketing experience. 
 
She is a frequent speaker about practice management for law-related organizations, including 
the Professional Liability Fund, the Oregon State Bar, the American Bar Association, and the 
Upper Law Society of Canada. She is a contributing author to the Fee Agreement Compendium 
published by the OSB and to the PLF law practice management handbooks. Her articles 
frequently appear in legal publications, including the Oregon State Bar Bulletin, In Brief, Law 
Practice Magazine and Law Practice TODAY, and LTN Law Technology News. In between 
articles, she writes the Just Oregon Lawyers blog and tweets technology and practice 
management tips on Twitter. 
 
DEE CROCKER 
Practice Management Advisor  
 
Ms. Crocker has over 30 years of experience in the legal field, including 14 years as a legal 
secretary, 3 years as a secretarial supervisor to over 50 legal secretaries, and 3 years as a law 
office manager. She is a past president of NALS of Oregon and a past member of the Board of 
Directors of the National Association of Legal Secretaries. She is a contributing author to A 
Guide to Setting Up and Running Your Law Office, Planning Ahead: A Guide to Protecting Your 
Clients' Interests in the Event of Your Disability or Death, and A Guide to Setting Up and Using 
Your Lawyer Trust Account published by the Professional Liability Fund. In addition, Ms. 
Crocker is the author of The Office Policy Manual and The Office Procedures Manual, published 
by the National Association of Legal Secretaries; Basic Litigation Forms for Oregon Courts, 
published by NALS of Oregon and endorsed by the Oregon State Bar; and The Litigation 
Handbook for the Lawyer's Assistant, published by West Publishing Company. 
 
Ms. Crocker has been a PLF Practice Management Advisor since January 1992. She provides 
confidential practice management assistance to Oregon attorneys to reduce their risk of 
malpractice claims, enhance their enjoyment of practicing law, and improve their client 
relationships through clear communication and efficient delivery of legal services. 
 
HELEN HIERSCBIEL 
OSB General Counsel 
 
Ms. Hierschbiel, received her JD from Lewis & Clark, Northwestern School of Law, in 1991.  
She is currently general counsel of the Oregon State Bar where, among other things, she gives 
ethics guidance to lawyers. She started working at the Oregon State Bar in December 2003 in 
the Client Assistance Office, screening complaints against lawyers. While at the bar, she has 
written numerous articles and given dozens of presentations regarding lawyers’ ethical 
obligations. Prior to working for the Oregon State Bar, she worked at Dunn Carney Allen Higgins 
& Tongue in Portland, Oregon and for DNA-Peoples Legal Services on the Navajo and Hopi 
Reservations in Arizona.  
 

http://justoregonlawyers.wordpress.com/
http://twitter.com/SheilaBlackford
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Topics
1. Defining Metadata

2. Understanding Your Ethical Duties

3. Removing Metadata

4. Final Thoughts

Defining Metadata

o Path and File Name
o Author

Examples of Metadata

o Date and Time Stamp
o Company or Firm Name

 Inserted Text
 Document Versions

Examples of Metadata

 Comments
 Headers and Footers

Examples of Metadata
o Tracked Changes
o Template Information

Undo and Redo Historo Undo and Redo History
o Network or Server Name

http://bit.ly/voJOnR

http://bit.ly/uxhJgW
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All File Types Are Affected

1. Word Processing Documents
2. Spreadsheets
3 Database Files3. Database Files
4. Images
5. Videos

All File Types Are Affected

6. Sound Files
7. E-Mail Messages
8 Zip Files8. Zip Files
9. PDFs
10.Every Electronic File

Understanding Your 
Ethical Duties

Act Competently
1. Basic Understanding of 

Technology and

2. Risks of Revealing Metadata

Act Competently
 Obtain and Utilize Adequate 

Technological Support

Use Reasonable Care
1. Prevent Inadvertent Disclosure

2. Limit Nature of Metadata

3. Limit Scope of Metadata
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Use Reasonable Care
4. Control Recipients

5. Keep Up!

Using Metadata
 Was it Intentionally Left?

 Or Inadvertently Included?

Intentionally Left
1. No Duty to Inform

2. Metadata Can Be Used

Inadvertently Included

 Must Inform Sender

 No Requirement to Return

 Recipient May Read

Indicators of Intention?
1. Sent in Native Application

2. Tracked Changes Visible

3 Comments Visible3. Comments Visible

4. File Properties Apparent

The Best Indicator
Metadata is Inadvertent?
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Duty to Consult Conduct Involving 
Dishonesty

Removing Metadata

 Word Processing Software
 Acrobat
 Third Party Tools
 Low Tech

WordPerfect

File

Save Without Metadata…

WordPerfect Options Word 2007
Click the Microsoft Office Button

Choose Prepare

Inspect Document
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Document Inspector 
Options

Word 2010

Caution! Best Practices for Word

1. Copy Document

2. Headers? Footers? Watermarks?

3. Uncheck

4. Read More in Word Help

Invoke Warnings in Word
 Click Microsoft Office Button

 Word Options

 Trust Center, then Trust Center Settings …

 Privacy Options

 Check this Box:

Acrobat 9
Individual Documents in Acrobat
Document > Examine Document…

All Documents In Acrobat
Edit > Preferences > Document > Examine Document
When closing document
When sending document by e-mail
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Acrobat X
Tools > Protection

1. Remove Hidden Information … or

2. Sanitize Document

 Select Objects to be Removed
 Use Edit >Preferences >

Acrobat
Remove Hidden Information

Use Edit >Preferences > 
Documents

Acrobat
Sanitize Document Third Party Metadata Removal

Best Practice
Always Send Documents as PDFs

Learn More
Acrobat for Legal Professionals Blog:
http://blogs.adobe.com/acrolaw/

P t D t S iti tiPosts on Document Sanitization:
http://blogs.adobe.com/acrolaw/2011/06/code-
obfuscation-for-patent-and-court-filings/
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Print to PDF
1. Choose PDF Printer
2. Create PDF Document

Low Tech Option #1

Print

Low Tech Option #2
Scan and Print

Scan
Save as PDF

1. Read the Opinion
http://www.osbar.org/_docs/ethics/2011-187.pdf

2 Footnote 3 – Spoliation

Final Thoughts

2. Footnote 3 – Spoliation

3. Footnote 8 – Parties Could
Agree Not to Review Metadata

4. See Discussions

Contact Us
PLF Practice Management Advisors

www.osbplf.org
503-639-6911 - 800-452-1639

Beverly Michaelis beverlym@osbplf.org
Sheila Blackford sheilab@osbplf.org
Dee Crocker deec@osbplf.org

and confidential

7



2016 Revision 

FORMAL OPINION NO 2011-187 
[REVISED 2015] 

Competency: Disclosure of Metadata 

Facts: 

Lawyer A e-mails to Lawyer B a draft of an Agreement they are 
negotiating on behalf of their respective clients. Lawyer B is able to use a 
standard word processing feature to reveal the changes made to an earlier 
draft (“metadata”). The changes reveal that Lawyer A had made multiple 
revisions to the draft, and then subsequently deleted some of them.  

Same facts as above except that shortly after opening the document 
and displaying the changes, Lawyer B receives an urgent request from 
Lawyer A asking that the document be deleted without reading it because 
Lawyer A had mistakenly not removed the metadata. 

Same facts as the first scenario except that Lawyer B has software 
designed to thwart the metadata removal tools of common word proc-
essing software and wishes to use it to see if there is any helpful metadata 
in the Agreement. 

Questions: 

1. Does Lawyer A have a duty to remove or protect metadata
when transmitting documents electronically? 

2. May Lawyer B use the metadata information that is readily
accessible with standard word processing software? 

3. Must Lawyer B inform Lawyer A that the document contains
readily accessible metadata? 

4. Must Lawyer B acquiesce to Lawyer A’s request to delete
the document without reading it? 

5. May Lawyer B use special software to reveal the metadata in
the document? 



Formal Opinion No 2011-187 

2016 Revision 

Conclusions: 

1. See discussion. 

2. Yes, qualified. 

3. No. 

4. No, qualified. 

5. No. 

Discussion: 

Metadata generally means “data about data.” As used here, meta-
data means the embedded data in electronic files that may include 
information such as who authored a document, when it was created, what 
software was used, any comments embedded within the content, and even 
a record of changes made to the document.1 

Lawyer’s Duty in Transmitting Metadata. 

Oregon RPC 1.1 requires a lawyer to provide competent represen-
tation to a client, which includes possessing the “legal knowledge, skill, 
thoroughness and preparation reasonably necessary for the representa-
tion.” Oregon RPC 1.6(a) requires a lawyer to “not reveal information 
relating to the representation of a client” except when the client has 
expressly or impliedly authorized the disclosure.2 Information relating to 
the representation of a client may include metadata in a document. Taken 
together, the two rules indicate that a lawyer is responsible for acting 
competently to safeguard information relating to the representation of a 
client contained in communications with others. Competency in relation 
to metadata requires a lawyer utilizing electronic media for communi-
cation to maintain at least a basic understanding of the technology and 

                                           
1  Joshua J. Poje, Metadata Ethics Opinions Around the U.S., American Bar 

Association (May 3, 2010), available at <www.americanbar.org/groups/depart-
ments_offices/legal_technology_resources/resources/charts_fyis/metadatachart.ht
ml>. 

2  There are several exceptions to the duty of confidentiality in Oregon RPC 1.6, 
none of which are relevant here. 
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the risks of revealing metadata or to obtain and utilize adequate technol-
ogy support.3  

Oregon RPC 1.6(c) requires that a lawyer must use reasonable care 
to avoid the disclosure of confidential client information, particularly 
when the information could be detrimental to a client.4 With respect to 
metadata in documents, reasonable care includes taking steps to prevent 
the inadvertent disclosure of metadata, to limit the nature and scope of 
the metadata revealed, and to control to whom the document is sent.5 
What constitutes reasonable care will change as technology evolves. 

The duty to use reasonable care so as not to reveal confidential 
information through metadata may be best illustrated by way of analogy 
to paper documents. For instance, a lawyer may send a draft of a docu-
ment to opposing counsel through regular mail and inadvertently include 
a sheet of notes torn from a yellow legal pad identifying the revisions to 
the document. Another lawyer may print out a draft of the document 
marked up with the same changes as described on the yellow notepad 
instead of a “clean” copy and mail it to opposing counsel. In both situa-
tions, the lawyer has a duty to exercise reasonable care not to include 

                                           
3  The duty of competence with regard to metadata also requires a lawyer to under-

stand the implications of metadata in regard to documentary evidence. A discus-
sion of whether removal of metadata constitutes illegal tampering is beyond the 
scope of this opinion, but Oregon RPC 3.4(a) prohibits a lawyer from assisting a 
client to “alter, destroy or conceal a document or other material having potential 
evidentiary value.” 

4  Jurisdictions that have addressed this issue are unanimous in holding lawyers to a 
duty of “reasonable care.” See, e.g., Arizona Ethics Op No 07-03. By contrast, 
ABA Formal Ethics Op No 06-442 does not address whether the sending lawyer 
has any duty, but suggests various methods for eliminating metadata before 
sending a document. But see ABA Model RPC 1.6 cmt [19], which provides that 
“[w]hen transmitting a communication that includes information relating to the 
representation of a client, the lawyer must take reasonable precautions to prevent 
the information from coming into the hands of unintended recipients.” 

5  Such steps may include utilizing available methods of transforming the document 
into a nonmalleable form, such as converting it to a PDF or “scrubbing” the meta-
data from the document prior to electronic transmittal.  
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notes about the revisions (the metadata) if it could prejudice the lawyer’s 
client in the matter.  

Lawyer’s Use of Received Metadata. 

If a lawyer who receives a document knows or should have known 
it was inadvertently sent, the lawyer must notify the sender promptly. 
Oregon RPC 4.4(b). Using the examples above, in the first instance the 
receiving lawyer may reasonably conclude that the yellow pad notes were 
inadvertently sent, as it is not common practice to include such notes 
with document drafts. In the second instance, however, it is not so clear 
that the “redline” draft was inadvertently sent, as it is not uncommon for 
lawyers to share marked-up drafts. Given the sending lawyer’s duty to 
exercise reasonable care in regards to metadata, the receiving lawyer 
could reasonably conclude that the metadata was intentionally left in.6 In 
that situation, there is no duty under Oregon RPC 4.4(b) to notify the 
sender of the presence of metadata.  

If, however, the receiving lawyer knows or reasonably should 
know that metadata was inadvertently included in the document, Oregon 
RPC 4.4(b) requires only notice to the sender; it does not require the 
receiving lawyer to return the document unread or to comply with a 
request by the sender to return the document.7 OSB Formal Ethics Op No 
2005-150 (rev 2015). Comment [3] to ABA Model RPC 4.4(b) notes that 
a lawyer may voluntarily choose to return a document unread and that 
such a decision is a matter of professional judgment reserved to the 

                                           
6  See Goldsborough v. Eagle Crest Partners, Ltd., 314 Or 336, 838 P2d 1069 

(1992) (in the absence of evidence to the contrary, an inference may be drawn that 
a lawyer who voluntarily turns over privileged material during discovery acts 
within the scope of the lawyer’s authority from the client and with the client’s 
consent). 

7  Comment [2] to ABA Model RPC 4.4(b) explains that the rule “requires the 
lawyer to promptly notify the sender in order to permit that person to take 
protective measures.” It further notes that “[w]hether the lawyer is required to 
take additional steps, such as returning the document or electronically stored 
information, is a matter of law beyond the scope of these Rules, as is the question 
of whether the privileged status of a document or electronically stored infor-
mation has been waived.” 
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lawyer. At the same time, the Comment directs the lawyer to ABA Model 
RPC 1.2 and ABA Model RPC 1.4. ABA Model RPC 1.2(a) is identical 
to Oregon RPC 1.2(a) and requires the lawyer to “abide by a client’s 
decisions concerning the objectives of the representation” and to “consult 
with the client as to the means by which they are to be pursued.”8 Oregon 
RPC 1.2(a), like its counterpart Model Rule, requires a lawyer to “consult 
with the client as to the means by which they are to be pursued.” Thus, 
before deciding what to do with an inadvertently sent document, the 
receiving lawyer should consult with the client about the risks of 
returning the document versus the risks of retaining and reading the 
document and its metadata.  

Regardless of the reasonable efforts undertaken by the sending 
lawyer to remove or screen metadata from the receiving lawyer, it may be 
possible for the receiving lawyer to thwart the sender’s efforts through 
software designed for that purpose. It is not clear whether uncovering 
metadata in that manner would trigger an obligation under Oregon RPC 
4.4(b) to notify the sender that metadata had been inadvertently sent. 
Searching for metadata using special software when it is apparent that the 
sender has made reasonable efforts to remove the metadata may be 
analogous to surreptitiously entering the other lawyer’s office to obtain 
client information and may constitute “conduct involving dishonesty, 
fraud, deceit or misrepresentation” in violation of Oregon RPC 8.4(a)(3). 

Approved by Board of Governors, April 2015. 

8  Although not required by the Oregon Rules of Professional Conduct, parties could 
agree, at the beginning of a transaction, not to review metadata as a condition of 
conducting negotiations. 

COMMENT: For additional information on this general topic and other related 
subjects, see The Ethical Oregon Lawyer § 6.2-1 (confidentiality), § 6.3-2 (waiver by 
production), § 8.6-6 (inadvertently sent documents), § 16.4-5(b) (disclosure of 
metadata), § 7.2-1 to § 7.2-2 (competence) (OSB Legal Pubs 2015); and Restatement 
(Third) of the Law Governing Lawyers §§ 16, 59–60 (2000) (supplemented 
periodically). 
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